SecWasm: Information Flow
Control for WebAssembly

Maximilian Algehed Alexander Sjosten Andrei Sabelfeld

#%6 ) CHALMERS TU
z WIEN




SecWasm:

Information 1. IFC
Flow
Control 2. Wasm
for 3. SecWasm

WebAssembly




Noninterference

secret 9 > D secret

public )é > > > &K public




NI - property of traces

e inputs/outputs

t

sec:ret2i

D secret’

¢ e attacker view

Y
secret! Q —» D secret'
e memory locations
public_ %—»4—»@ public_
Y

public_ Y ——> — &R public_,

t




Xpublic.__ secret

secret
OUtpublic(Z )

Tracking flows

secret

if (y ) then
prbuC = true
else
xPUPLLC. _ fatse



Enforcement mechanisms

y

Static

[FCc:T — security type

oo

security program

context /




Enforcement mechanisms

Static

Dynamic

@ (c, s}t, s\)

program

state security

/ state /




Enforcement mechanisms

Static

Dynamic

@ (c, st, S) — (¢, st), S)

v v




Enforcement mechanisms

Static

Dynamic

(S

(c, st,S) — (¢, st, S)
% o9

attacker observation




Enforcement mechanisms

Static Dynamic

10



Enforcement mechanisms

Static Dynamic

(c, st, S) —e>T (c), st), S’)

v 5




Structured control flow

Unwinding operand stack
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Control flow

ctrl ::= nop | unreachable

block bt expr end

loop bt expr end

if bt expr else expr end

br 1 | br_if i | br_table i”
return | call 1
call_indirect ft
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Structured control flow

ctrl ::= nop | unreachable
block bt expr end
loop bt expr end
if bt expr else expr end

br i | br_if i | br_table i~
return | call 1
call_indirect ft

Z= unwinding
operand stack



1 132.const ax

2 132.load

3 block (i32 — i32) $0

4 block (i32 — &) $1
132.eqz
br_if ©
132.const 1
br 1

end

10 132.const O

11 end

O 00 N & O

Example
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Example

1 132.const ax <+—— pushes address ax of x on the stack

2 132.load
3 block (i32 — i32) $0
4 block (i32 — €) S1

5 132.eqz

6 br_if ©

7 132.const 1

8 br 1

9 end

10 132.const O Eﬁﬁ=

11 end
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1 132.const ax

2 132.load

3 block (i32 — i32) $0

4 block (i32 — &) $1
132.eqz
br_if ©
132.const 1
br 1

end

10 132.const O

11 end

O 00 N & O

-

reads x from memory

Example
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1 132.const ax
2 132.load

Example

3 block (i32 — i32) S8 <—— enters scope of block $@

4 block (i32 — &) S1
132.eqz
br_if ©
132.const 1
br 1

end

10 132.const O

11 end

O 00 N & O

pushes $6 on the stack
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1 132.const ax
2 132.load

Example

3 block (i32 — i32) S8 <—— enters scope of block $@

4 block (i32 — &) S1
132.eqz
br_if ©
132.const 1
br 1

end

10 132.const O

11 end

O 00 N & O

pushes $6 on the stack
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1 132.const ax
2 132.1oad
3 block (i32 — i32) $0

Example

4 block (i32 — g€) S1 <—— enters scope of block $1

132.eqz
br_if ©
132.const 1
br 1

end

10 132.const O

11 end

O 00 N & O

pushes $1 on the stack
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1 132.const ax
2 132.1oad
3 block (132 — i32) $0

Example

4 block (i32 — g€) S1 <—— enters scope of block $1

132.eqz
br_if ©
132.const 1
br 1

end

10 132.const O

11 end

O 00 N & O

pushes $1 on the stack
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Example

1 132.const ax

2 132.load

3 block (i32 — i32) $0
4 block (i32 — &) ST

5 132.eqz <«—— pops top value off the stack

6 br_if © if it is 9, it pushes back 1, else it pushes @
7 132.const 1

8 br 1

9 end

10 132.const 0
11 end

22



Example

1 132.const ax

2 132.load

3 block (i32 — i32) $0
4 block (i32 — &) ST

5 132.eqz <«—— pops top value off the stack
6 br_if © if it is 9, it pushes back 1, else it pushes @
7 132.const 1
8 br 1 IIII
9 end
10 132.const 0 n
11 end
X =10 23



Example

1 132.const ax

2 132.load

3 block (i32 — i32) $0
4 block (i32 — &) ST

5 132.eqz <«—— pops top value off the stack
6 br_if © if it is 9, it pushes back 1, else it pushes @
7 132.const 1
8 br 1
9 end -
10 132.const 0 n
11 end

X =10 24



Example

1 132.const ax

2 132.load

3 block (i32 — i32) $0
4 block (i32 — €) ST

S 132.eqz <—— pops top value off the stack

6 br_if © if it is 0, it pushes back 1, else it pushes 0
7 132.const 1

8 br 1

9 end

10 1i32.const O

11 end

x=0 25



Example

1 132.const ax

2 132.load

3 block (i32 — i32) So
4 block (i32 — €) $1

5 132.eqz

6 br_if © <«—— pops top value off the stack

7 i32.const 1 if it is not 0, it jumps out @ + 1 blocks
8 br 1

9 end

10 132.const O

11 end

x=0 26



Example

1 132.const ax

2 132.load

3 block (i32 — i32) Se
4 block (i32 — &) $1

5 132.eqz

6 br_if © <«—— pops top value off the stack

7 i32.const 1 if it is not 0, it jumps out @ + 1 blocks
8 br 1

9 end

10 132.const 0 n-

11 end



Example

1 132.const ax

2 132.load

3 block (i32 — i32) $0
4 block (i32 — &) S1

5 132.eqz
6 br_if © pops top value off the stack
7 i32 .const 1 if it is not 0, it jumps out @ + 1 blocks
8 br 1
9 end
10 132.const O <«—— gives control here n

11 end
x=0 28



Example

1 132.const ax

2 132.load

3 block (i32 — i32) $0
4 block (i32 — &) S1

5 132.eqz
6 br_if © pops top value off the stack
7 i32 .const 1 if it is not 0, it jumps out @ + 1 blocks
8 br 1
9 end
10 132.const O <«—— gives control here n

11 end
x=0 29



1 132.const ax

2 132.load

3 block (i32 — i32) $0
4 block (i32 — &) $1

5 132.eqz

6 br_if ©

7 132.const 1
8 br 1

9 end

10 132.const O

11 end

<—— pushes value 0 on
the stack

x=0

Example

i32.const 0
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1 132.const ax

2 132.load

3 block (i32 — i32) $©
4 block (i32 — &) $1

5 132.eqz

6 br_if ©

7 132.const 1
8 br 1

9 end

10 132.const O

11 end

Example

<«—— exits normally from block $0
x=0

i32.const 0
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Example

1 132.const ax
2 132.load

3 block (i32 — 1i32) $o szconsto
4 block (i32 — €) $1 =
5 132.eqz MM n
6 br_if © @

7 132.const 1

8 br 1

9 end iiii
10 132.const 0 MM n
11 end
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Linear memory

mem ::= t.load
t.store
memory.size
memory.grow
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Linear memory

(0] n
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132.store

i32.const av

Linear memory

(0] n
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132.const 0
132.const 10752
132.store

Linear memory

(0] n
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132.const 0
132.const 10752
132.store

Linear memory

(0] n

(0] n
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132.
132.
132.

132.
132.

const 0
const 10752
store

const 1
load (42)

Linear memory

(0] n

(0] n
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Attacker capabilities

Observes information at /L ¢
Executes Wasm programs

Observes final state of global variables
Does not observe the linear memory

Does not observe the operand stack
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Structured control flow

Unwinding operand stack

Unstructured linear memory

Well-defined type system

C

Fexpr

t" - "

Wasm

WA
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Structured control flow
Unwinding operand stack
Unstructured labeled linear memory

Well-defined security type system
v,C - expr 4 vy’

SecWasm

WA
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SecWasm

Structured control flow
Unwinding operand stack
Unstructured labeled linear memory

Well-defined security type system
v,C F expr 4 vy’

Semantic security checks
«0,S,expr» 4 «o",S",0»

WA
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Labeled linear memory

(0] n
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Labeled linear memory

EEEEEEEERE



Labeled linear memory

mem ::= t.load W

ol EESEEEEERES
memory.size
memory.grow




Labeled linear memory

mem ::= t.load W

ol EESEEEEERES
memory.size
memory.grow

e Dynamic checks for reads (load)

j = i+S.mem.offset j+|t|/8 = S.mem.data

S.mem[j:j+|t]/8] = (b,l)* bytes,(n) = b* -

E-LOAD

«i32.const 1 :: 0,S,t.load I» I «t.const n :: o,S,no-br»
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Labeled linear memory

AT B EEERE
LELAMEL

e Dynamic checks for reads (load)

j = i+S.mem.offset j+|t|/8 = S.mem.data

S.mem[j:j+|t]/8] = (b,l)* bytes,(n) = b* -

E-LOAD
«i32.const 1 :: 0,S,t.load I» I «t.const n :: o,S,no-br»
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Labeled linear memory

AT B EEERE
LEHAMCH

e Dynamic checks for reads (load)

j = i+S.mem.offset j+|t|/8 = S.mem.data

S.mem[j:j+|t]/8] = (b,l)* bytes,(n) = b* -

E-LOAD
«i32.const 1 :: 0,S,t.load I» I «t.const n :: o,S,no-br»
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Labeled linear memory

e Static checks for writes (store)

c.mem = n [

T-STORE
(t<¢>::t<¢>::st,pc) :: y,C r t.store I 4 {st,pc) :: V¥
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Labeled linear memory

132 .const 2
132 .const c

i32.store Hj pouL UMy CH

e Static checks for writes (store)

c.mem = n [

(t<¢>::t<¢>::st,pc) :: y,C r t.store I 4 {st,pc) :: V¥

T-STORE

52



Labeled linear memory

vee:  EEEEEEEEEE
IR

i32.store Hj
e Flow-sensitive memory labeling

j = i+S.mem.offset j+|t|/8 = S.mem.data

bytes (n) = b* S’ = S.mem[j:j+Itl/8 » (b,l)*]
E-STORE

«i32.const n :: 132.const 1 :: 0,S,t.store I» U «0,S’ ,no-br»
5%



Labeled linear memory

mem ::= t.load W

. ICERCRERRERCBER e
o), EEEERRREE
memory.grow

e Dynamic checks for reads (load)
e Static checks for writes (store)

e Flow-sensitive memory labeling
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Example

1 132.const ax
2 132.load

3 block (i32 — i32) $0 ==
4 block (i32 — &) ST R
s 132.eqz o KN
6 br_if © o

7 132.const 1 §

8 br 1

9 end EEEE
10 132.const 0 MM n
11 end
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® Example

1 132.const ax
2 i32.1oad H

3 block (i32 — i32) $0 ==
4 block (i32 — &) ST R
s 132.eqz o KN
6 br_if © o

7 132.const 1 §

8 br 1

9 end iiii
10 132.const 0 MM n
11 end
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Tracking flows

e stack of security labels st e stack of pcs, one for
one for every element on every block
the operand stack

e well-formedness:; stk O

e combinediny ::= (st,pc) :: v’



Tracking implicit flows

1 132.const ax

2 132.load H

3 block (132 — 132) $0
block (132 — €) $1

N

5 132.eqz

6 br_if 0

7 132.const 1
8 br 1

9 end

10 132.const O

e ==

if (xX") { return 0; } else { return 1; }
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Tracking implicit flows

1 132.const ax

2 132.load H

3 block (132 — 132) $0
block (132 — €) $1

N

5 132.eqz

6 br_if 0

7 132.const 1
8 br 1

9 end

10 132.const O

e ==

if (xX") { return 0; } else { return 1; }
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Tracking implicit flows

1 132.const ax

2 132.load H

3 block (132 — 132) $0
block (132 — €) $1

N

5 132.eqz

6 br_if 0

7 132.const 1
8 br 1

9 end

10 132.const 0

e ==

if (xX") { return 0; } else { return 1; }
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Tracking implicit flows

1 132.const ax

2 132.load H

3 block (132 — 132) $0
block (132 — €) $1

N

5 132.eqz

6 br_if 0

7 132.const 1
8 br 1

9 end

10 132.const 0

e ==

if (xX") { return 0; } else { return 1; }
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Observes information at /L ¢
Executes Wasm programs

Observes final state of global variables
Does not observe the linear memory

Does not observe the operand stack

Attacker model
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Confinement and Noninterference

1 132.const ax

2 132.load H

3 block (132 — 132) $0

4 block (132 — €) $1 M
5 132.eqz

6 br_if 0

7 132.const 1

8 br 1

9 end

) 132.const 0

e ==

if (xX") { return 0; } else { return 1; }

x#0

N
N
x=0
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Confinement and Noninterference

Lemma 1 (Confinement). For any typing context C, store
So, operand stack o, stack-of-stacks 7y, and expression
expr, such that C + Sy, C + o9, and vy I+ og, if
(00, S0, expr) | {o1,51,0), (sto,pc) = vo,C + expr — 1,
and v[0].snd % A, then the following statements hold:
1) Yo IF 0¢ 42 A(C,’}/l,g) I+ o071,
Theorem 1 (Noninterference). If 2) So<$ S1, and
1) . €'+ apr 4" 3) 71[0: nat(pred(6))].snd ¢ A.
2) CI—SO andCl—Sl,
3) C+ogand C+ oy,
4) vk oo ~G v oy,
5) (00,50, expr) | (og,S,00) and {o1,S1,expr) |
<<Uiv Sia 01 >>’ and
6) So~4 S1,
then Sy ~5 S| and WS~ c({o},00), (0}, 01)).




Conclusion

e SecWasm: hybrid IFC enforcement for Wasm
e Fine-grained flow-sensitive memory labeling
e Security type system

e Some dynamic checks

® Termination-insensitive noninterference

©
@@
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